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—.\ ¥ BE4F Subject Learning Objectives (SLOs)

B ZER K ARDE A SRR R B AR E R R T 26, AT AR S PR D0 AT H

Note: GA and index can be referred from undergraduate program in SSTC website. Please add/reduce lines based on subject.

AR H b

Overall Objective

5 R R T EN U R LA e B R, L H B Al R
A5 B2 R A TR S LR 22 e P S R HHOR, #ELE R
2RI R, FFESERRN AR N B8 is HI 208 B 2 e BOR A
EHIR T FIW AR R PTE B A 1E B 2 4] .

Information  security is a professional elective course of
computer-related major, the purpose of which is to enable students to
master the basic knowledge and concepts of information security, as
well as the security theory and application technology, to establish the
awareness of information security prevention, and to be able to use the
information security technology and management theory to analyze,
judge and solve the information security problems encountered in the
actual application environment.

(L B HF5:
Professional Ability

T RS AT, HRN 2 A TR, BRAR ) 25 22 4
XA N5 B SR -

1-1 | Understand the network security situation, enhance the
awareness of network security prevention, understand the
impact of network security on individuals and countries

TIHE B 2R RIS, BUARHE B 2 e IHE FE N, HiR

GRS LS B 7 H R,

1-2 | Understand the history of information security, understand the
research content of information security, master the basic
concept of information security and the goal of information
security.

FPREM S HEE Fr&a . HNE, #HE
LA EEE B LR S ER,

Master the basic knowledge and technology of information
security such as password system, message authentication,
digital signature, user authentication, key management, security
protocol, etc

1-3

HE&ER ARG 2RI T, REAESEIRN AL N iz e
Mhmz%ﬂ RO FIWTAN D T8 2 15 2 2 4 il
With information system security capability, can use the
information security technology and theoretical analysis,
judgment and solve the information security problems
encountered in the practical application environment

B IR AL S RN FH IR IR 25, 5555 244 IR RS 1A
BUHTRET] .

1-5 | Cultivate the consciousness and quality of science and
engineering application, and cultivate students' exploration
spirit and innovation ability
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fE R &A% Srpad fi, N LIRS TR
JR I

In the process of information security learning and practice,
laws and regulations and engineering ethics principles should
be followed.

2-1
(2) 5F Hbp:
Essential Quality
2-2

RIS HT 2 ER, 15 B 24 B R R BRI b [ TR SCBER Je
O FEF I EE R

Enhance the innovation and entrepreneurship ability of
engineering science and technology talents and construct the
education network of industry-university cooperation to
improve the core competitiveness of China in the global
development.

TR SR ERIXT R AR Matrix of GA & SLOs

P EDR GA Fabr A GA Index ¥U7Hbr SLOs
1. TREFIR: R8s,
HARRH . TREIEA ALk
KR TR B % TR A
o
o e ApplyEL‘f;:Veleezgi b L5 SRR iR

. ARSIk AT TRE R TE . R AIHT | 1-3, 1-4, 15

of  mathematics,  natural e
science, engineering e
fundamentals and an
engineering specialization to
the solution of complex
engineering problems.
3. WIHIF B 2. e | TEARR -1 BER T A LA R R
W et xt e 2 TR A Sy | A LR RT3, RERE BT
BT, Wik s | REBURFEIIRE. W2k E R it 5
RINAGE preskyire, Jf | Ml BRI RS.
BEBSTE BT I TR AR ILAHT | 3.1 Capable of designing solutions to
B, HEha. BB % | complex engineering problems related to | 1-3: 1-4, 1-5
S AR UL RIAEESE | the major, and capable of designing and
ISEN developing  computers, software or
Design/Development of | network systems that can function
Solutions: Design solutions | specifically ~ and ~ meet  specific
for complex engineering requirements.
problems and design systems, | 447 5 3-3: AEHSAERLTHFITF R 195N 3F
components or processes that Vi et (dE. 204, V.
meet specified needs With | - (y p) o B2t 2.
appropriate consideration for | 3.3: Capable of taking social, health, 1-4, 15, 21,
public health, and safety, | safety, legal, cultural and environmental 22
cultural,  societal and | factors in consideration during all aspects
environmental considerations. | of design and development.
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4. WH5t: ReeE TRl R
KRBT 28 TR
) AT R TS, ARG Sk
. i SREEdE. IRl
WG BEGE /R G AR | fa05 A 4-1: Befg R TR R B IRR A
it PO, AT KRERIES TNE
Investigation: Conduct | % T2 in] s v SR 54T B 7T
investigations of complex | Capable of designing experiments and 1-5, 2.2
problems using | doing research on complex engineering
research-based knowledge | problems based on scientific principles and
and research methods | scientific methods, under the guidance of
including design of | related theories of the major.
experiments, analysis and
interpretation of data, and
synthesis of information to
provide valid conclusions.
=. #HF¥WA Content (Topics)
e DAPSESOEE, K Er WA RS ATRYE SERR AR TR EAT B IR BRI
Note: Filled in both CN and EN, extend or reduce based on the actual numbers of knowledge unit
(1) BB HFE Lecture
HRBITF S 1 PEEESC SN 1213
Knowledge Unit No. SLOs Supported ’
FR B ITATFR WAL 52510
Unit Title Introduction
WRAR T
FMR ;| Introductions

W 4 22 T3 S VAR R A
Cybersecurity situation and legal basis

Knowledge Delivery

TR | Mgz a3 SR AL A

Recognize | Cybersecurity landscape and the legal basis
" - OS| Z 2k RE5H) 515 824 Hix
2] Bhr: PR A e . , :
. L OSI security architecture and information security
Learning Objectives | Understand

objectives

iR | [EREREREAME

Master | Basic concepts of information security

=H Hix
Moral Objectives

PR DR 205 22 A0 A N5 [ 5K ) R
Understand the impact of cybersecurity on individuals and countries

H A
Key Points

FREZEEAMEE HiR
Basic concepts and objectives of information security

X p
Focal points

B 87 e oy i
Type of attack and analysis
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R TR 5 ) SCHHCE B Lo 13
Knowledge Unit No. SLOs Supported
eys————

ﬂlﬂi?ﬁ:ﬁ SRR Symmetric password
FE R RTINS, BRGNS, LI
b2
The development history of cryptography, the basic concept of
cryptography, the classification of cryptography system, classical
cryptography

ﬂmﬁ:W%ﬁﬁ%@,ﬁﬁm%ﬁ@DB,mEL%ﬁm%ﬁ@AB

Knowledge Delivery

Symmetric grouping password, data encryption standard DES, 3DES,
advanced encryption standard AES

oy SRS TAERE
Group password working mode

BEHLECR DY BERLEL, i 540 RC4
Random numbers and pseudo-random numbers, stream passwords and
RC4s

2 2] B g
Learning Objectives

TR | R DR
Recognize | The history of cryptography
B | BAMAE S B HREOR
Understand | Thesubstitution and replacement techniques
. XY, Sy B TARR, BEALEOR 4%
Master Symmetric password, group password working mode,
random number generator

TE=H Hbr
Moral Objectives

IWHIESHTARR, (58 % iR R 3T b [ TR SR BOR M0 38
EVALNEE 5 '

Enhance the innovation and entrepreneurship ability of engineering
science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of
China in the global development.

SRR, D TR, BENLECR E A

IJ_:".
E Symmetric password, group password working mode, random number
Key Points
generator
S 1 XIFRERY, R TARREE L, FENIEOR A%
" | Symmetric password, group password working mode, random number
Focal points
generator
HRBITRF 5 3 S H b Lo, 13
Knowledge Unit No. SLOs Supported ’
HIRBICARR | APE
Unit Title | The public key password
PP A B A Ji 2
FMiR /& | The basic principle of public key cryptography system

Knowledge Delivery

RSA SN HH I H L
Public key cryptography algorithms such as RSA
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Diffie-Hellman 254752 #it
Diffie-Hellman key exchange

E SNSRI
Learning Objectives

i BPSEAT
Recognize | The basic principle of public key
PRAR: | R R A | B A i B
Understand | The basic principle of public key cryptography system
sy 7 RSA. Diffie-Hellman % A5
T Master public key algorithms such as RSA and
Master e
Diffie-Hellman

f8H Hix

Moral Objectives

IR HT 43K, (5 B2 AR RAHEF [ TR AR K05
G I EEE

Enhance the innovation and entrepreneurship ability of engineering
science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of
China in the global development.

&
Key Points

ON Y R A o) Do L R G 5 e Ao s Ak ] X 1)
The principle of public key cryptography and its difference from
symmetric encryption system

M s | BOREERD
Focal points | The basis of number theory
R . e
Knowledge Unit No. SLOs Supported
FREBITARR | B ek
Unit Title | Data integrity
W& 7y bR AR
Hash function
R A | T EAIERY
Knowledge Delivery | MAC
B4
Digital signature
TR | Ve Ay R U P ]
Recognize | The principle of hash function is applied
251 B f¥: sf | 1 ERSUE AR .
Learning Objectives | Understand The principle and purpose of message authentication
code
iR | EERFELTTR
Master | The digital signature scheme

fEH Abr
Moral Objectives

WEIH AT R, (5B 2R XTI TR REAR K05
G I EEE
Enhance the innovation and entrepreneurship ability of engineering

science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of

China in the global development.
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H
Key Points

S Ay BRI 2L
Hash function

i
Focal points

BT &
The digital signature

PITERCE s ] F e
Knowledge Unit No. SLOs Supported
KRB IT AR LERE
Unit Title Mutual trust
TR RRINE ) B 2 e
Key allocation based on symmetric encryption
FR R | T AR BRI 5 B 20 e
Knowledge Delivery | Key allocation based on asymmetric encryption
F A IAE
User authentication
T A | AHESAb
Recognize | PKI
— ﬁ%:ﬂ%ﬂ%%ﬁ%%@ﬁ&ﬁ%%ﬁ%ﬁﬁﬂﬁ__
Learning Objectives | Understand Understa_nd the _technlcal problems of assigning
symmetric keys using asymmetric passwords
B4R | AT SR
Master | Methods and risks for public key allocation

TE=H Hbr
Moral Objectives

RIS HTARR, (58 % iR R T b [ TR SRR BOR K038
EVALNEE 5 '

Enhance the innovation and entrepreneurship ability of engineering
science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of
China in the global development.

H# 45: | Kerberos #413; X.509 1+
Key Points | Kerberos, X.509
X | Kerberos #1413 X.509 1+
Focal points | Kerberos, X.509
HRBITF S PEEESC SN
Knowledge Unit No. ° SLOs Supported 13 14, 15
HIR B IT A PR k2% 5 Internet %2 4x
Unit Title Network and Internet security
I 28 I 42 |
Network access control
PR et |2 2 4 -
Knowledge Delivery The transp?rt layer security
HL S A 22 4
E-mail security
IP %24
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IP security

E SNSRI
Learning Objectives

TR | oM gt ae
Recognize | Wireless network security
ﬁ%:%ﬁ%ﬁé\%¥m#ﬁé\PﬁéﬂﬁE@mﬂ
Understand Transpo.rt Iayfar _securlty, e—_mall security, IP security
mechanism principle mechanism
42 | SSL, SIMIME, IPSec
Master | SSL, SIMIME, 1PSec

8H Hix

Moral Objectives

RIS HT 43K, (5 R R A [ TR AR K05
G I EEE

Enhance the innovation and entrepreneurship ability of engineering
science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of
China in the global development.

/& | SSL, SIMIME, IPSec
Key Points | SSL, SIMIME, IPSec
HME i | SSL, SIMIME, IPSec
Focal points | SSL, S/IMIME, IPSec
R , e
Knowledge Unit No. SLOs Supported
FIRBICHIR | RG24
Unit Title | System security
W AT AT T U RFAE B R PR
Characteristics and principles of common computer viruses
ER R | ARG Ji 2
Knowledge Delivery | IPS
75 K 8 ) 22 4 SRS
Firewall
TR ENURTERE X R AR IR R 1
TR | BRI R, R
Recognize | The definition and characteristics of computer viruses.
=3 H b The composition of the virus program
Learning Objectives R | NI
Understand | IPS
AR | B KR A A g
Master | Firewall

(A= RERAN
Moral Objectives

IR RT 2R, (5 R 2R RXTRTE o E TR R EAR A% 0 5E
SIS 5=

Enhance the innovation and entrepreneurship ability of engineering
science and technology talents and construct the education network of
industry-university cooperation to improve the core competitiveness of
China in the global development.

875 K ik 1 22 A s
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Key Points | Firewall

HE ST | K I 2 s SR

Focal points | Firewall

. #FEZHE Teaching Schedule

T AR SEBRIG DU AT £

Note: Please add/reduce lines based on subject.

22155 (i) Hour(Week)
'ﬂl' ﬁ’ i Ay Ay v,
%~ W% Teaching Content i S S .
LECT. EXP. PRAC.
VEAYN
i _ ) 0 0 0
Introduction
XIFRERYS  Symmetric password 10 2 0 0
NCEAT
B 6 0 0 0
The public key password
TR p——
iﬂE@é ri ) 0 0 0
Data integrity
A 4 0 0 0
Mutual trust
2% 55 Internet %
s wE . 6 12 0 0
Network and Internet security
Q P
RGua . ) ) 0 0
System security
St Total 32 16 0 0
F. #EF¥F5E Teaching Methodology
FE: ATARYE SRR AT B A e 2%
Note: Please add/reduce lines or revise content based on subject.
FJ#% Check #2710 5K Teaching Methodology & Characters
o LIRS B TE B A IR
Multi-media-based lecturing
- SEERRE AL PR HATL. SEPREBIAR
Combining theory with industrial practical problems
o BB R SEEHRSE
Knowledge delivery with ethic education
7 PBL #°v: Il IR B 70 4157 2 5 28R
Problem-based learning
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O

Hoth: By B S T AN
Other: ¥ 5 58 5 o5 AL N SCF .

75 BERIERE Assessment

T AR SRR DU IR AT B A DA

Note: Please add/reduce lines or revise content based on subject.

EZ 225k o _ Wit s A\ .
Assessment Content FHI Behavior Director B
ok F 4] Marks TRAR SRS L L (%): 20
Result Type Percentage (%)
W73 100 73, LA APl PRE R, IREBUTBEHLIR ], 2
AL SE B SRS PEE , b, 2B E N T 50%, SRR
R REFITEEHLEE M (S 20%, 224 PR R (R ATTST/E
Ak BREAR) 58 K DL o5 EE 30%.
4% 775 | The full score is 100. Students' attendance, classroom performance,
Measures | random questions from teachers, and students' homework completion
are comprehensively evaluated. Among them, students' attendance
accounts for 50%, classroom performance and random questions from
teachers account for 20%, and students' homework (preview homework
before class and homework after class) accounts for 30%.
AL _ M s A .
Assessment Content Sk Bxperiment Director EaT
otk £ Marks TR S ST L (%): 30
Result Type Percentage (%)
7> 100 73, I PBL SEER R iCR AL ST, 1R R
RGO TR TS 45 70, 1028 et N3P B BURSE SEAR
st | D |
Measures The full score is 100, and the students' scores are recorded through
PBL experimental report. According to the students' report completion
and contribution degree, the score is given. Plagiarism, plagiarism to
others or failure to hand in the experimental report will not be scored.
bl WK Final H%ﬁ% Ttk
Assessment Content Director
gtk F ] Marks PRAE S G b L (%): -
Result Type Percentage (%)
W73 100 43, @i B AR E Bl A4 2 AR .
4% 773 | The full score is 100, and students' scores are given according to the
Measures | final examination.
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+£. %i#HE Improvement Mechanism

e ARG E UECERI A LU A B 1 S 2 S i
Note: Matters not covered in this file shall be determined by TAB of SSTC, NEU.

B RMBGENIE] Subject Syllabus Improvement Mechanism

Rz ()
Check Period (YR)

BT A 1)

4
Revise Period (YR)

4

RIS It

Measures

WA T AR IR B N A 5 AN A B 5% H AR A 2R H AT e
B RN, o BB TAERI B % 5 AT B KAt
The subject coordinator shall be responsible for the syllabus discussion
and improvement, and the revised version shall be submitted to deputy
dean (teaching affairs) for reviewing then to executive dean for
improvement.

MEF B BUHENLA Assessment Improvement Mechanism

AW (F):
Check Period (YR)

i BT A HI(4F): L
Revise Period (YR)

et £ i

Measures

BRAE T ARYEIRIE B N A IREBCAROR UL R S & A, %R
AT MG E AT I, I RED ARV 2 76k

The subject coordinator shall revise the syllabus based on the teaching
content, effect and result distribution while optimize the assessment
measures.
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