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—\ X B#F Subject Learning Objectives (SLOs)

e BV ESR KRR AT SRR R AR E R R T R, AR S PR O AT H

Note: GA and index can be referred from undergraduate program in SSTC website. Please add/reduce lines based on subject.

L JENER T

Overall Objective

A RGBT Z RAT A A, SRR, DA TR
PRoRBE I AT, AV RIE T AL —4 bug AT AEF 2L
T E R, TG KA S M BRRE I . SRS R SR MK
AT SE R AN 22 4 1 T THRROR B2 B AR AN S ), (HIRE A R4t
(Bldn, Q& E TS TRAFAE TR .

ARURAE B AETT KR TIHEHES) B st A e irBoR, BUT EATA
BLARGEA PR DUE S SRR B AN BRI . B A IRAR, A
AN S A SEBEAATH RS I F RER AT R A5 . R,
AT BT AT R B oA B TH,, DABEAR . AR 2 72
He, AT m A T . PRS2 2R AR AR T B HoR BE /) @
L TR T R0 A 23 A BB, DA SABAT IAE D E RN S A 7 T
iEERE . BIAG1ERRE

Software systems, which are deeply rooted in a wide range of industries
and businesses, are so pervasive that we are often unaware of its
presence until software bugs occur. A single bug can cause critical
software failures, resulting in huge social and economic impacts.
Despite the increasing attention and efforts in improving software
reliability and security, modern complex systems (e.g. containing
millions of lines of code) are still plagued with bugs.

This subject aims to develop automated software analysis techniques
based on an open-source framework to understand and discover
common yet important software bugs and defects in system software.
Through this subject, students will be given opportunity to apply and
practice their system programming skills and software development
experience. Particularly, the students will design and develop
automated code analysis tools to understand, discover and detect
programming errors to improve software quality. Students are assessed
on the basis of their technical capabilities, understanding of software
analysis via open-source software development, and their
communication skills in speaking and writing, their team-working
skills.

(1 Bl HF5:
Professional Ability

W€ Z 5. MR A R AH O 75 KA A,
EMSCEITUR H bR, FFHELR. AWE MR (e,
TEAE SCAG L SLE I BT, DLE LR GE%EK . graduates
identify, engage, interpret and analyse stakeholder needs and
cultural perspectives, establish priorities and goals, and identify
constraints, uncertainties and risks (social, ethical, cultural,
legislative, environmental, economics etc.) to define the system
requirements.

1-1

JS2FH el RE AR R BT RS TT RO R A RGN,

12| s E R,

2/10




apply problem solving, design and decision-making
methodologies to develop components, systems and processes
to meet specified requirements.

RIS BUEEFIEREER . B T RIS 5L
JEAERE RS
apply abstraction, mathematics and discipline fundamentals,
software, tools and techniques to evaluate, implement and
operate systems.

1-4

VEJ9AS 7] RN R4 038 DA B4 53, 25 7 RS SO ) T
VEMREE A R0 B A A

graduates work as an effective member or leader of diverse
teams, communicating effectively and operating within
cross-disciplinary and cross-cultural contexts in the workplace.

1-5

HEFEH P B SRR, DEdEmE O ALK EE T
Z A X A2z

critically self-review their performance to improve themselves,
their teams, and the broader community and society.

- 2-1
(2) 155 Hix:

AR BT ST RR T, N 258 sy ARG B SR )
In the process of software programming and development, the
principles of engineering ethics should be observed.

Essential Quality
2-2

IR ZIEHT RE 71K 2

Students should realize the importance of innovation ability.

WERF Hir 5 BV ESRIIXT B2k & Matrix of GA & SLOs

BNV ESR GA

FEFR A GA Index #% H#¥r SLOs

1. TREHR: RERSR Y
HAARHY . TREEA AT
KR T ok 52 2% TR A
o

GAl. Engineering
Knowledge: Apply knowledge
of  mathematics,  natural
science, engineering
fundamentals and an
engineering specialization to
the solution of complex
engineering problems.

fabr i 1-2: ERBEFOH. Bhgii.
B S, RIS T ARG, #
ERGET R, A& IHENEF %
IR BT ENLSE R RGBT
RGHEYREST -

1-2: Mastery of programming, data
structure, algorithms analysis and design,
1-1, 1-2, 1-3,1-4
computer digital system, and operating
system, etc., and capable of computer
programming and design, design and

maintenance of computer and information

systems;

3. WD R MR RTT S fE
fi BT AT B2 2% AR i) A
fif R TT R, BT R E T
RIARGE Housiifre, Jf
HE W% 7E B TH 301 AR BL AT

fRPR AL 3-1: BERSBOTHE N AT R R
2 TREI I o T 56, e BLTHATT
KSEDURFFE DD RE T 25 E 7R T8
Bl BRAFEU 2% R 5t

3-1: Capable of designing solutions to

1-3
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Design/Development of
Solutions: Design solutions
for complex engineering
problems and design systems,
components or processes that
meet specified needs with
appropriate consideration for
public health, and safety,
cultural, societal and
environmental considerations.

complex engineering problems related to
the major, and capable of designing and

developing  computers, software or
network systems that can function
specifically and meet specific

requirements.

FEPR AL 3-3: REMSAE VT AT R &R
WHZEAEE RS EER. ©A. EE.
AL S SRR 3R

3-3: Capable of taking social, health,
safety, legal, cultural and environmental
factors in consideration during all aspects
of design and development.

1-3, 2-1

4, WHFL: Refg R T Rb R B
IR R ITVER 52 28 TAE
] AT AT, BT SK
. i SRREEGE. il
IORENSY SRS EfEss o Ry ¢El]
i,

Conduct
complex

using

Investigation:
investigations  of
problems
research-based knowledge
and research methods
including design of
experiments, analysis and
interpretation of data, and
synthesis of information to
provide valid conclusions.

Fabr o 4-1: BERIE T RL2 JF B ER R
O, AT RTE T TN E
I AR ) T SRS HEATRIE R
Capable of designing experiments and
doing research on complex engineering
problems based on scientific principles and
scientific methods, under the guidance of
related theories of the major.

1-3, 2-2

8. WMV RYE: HA N2
BEARIR S TUER, B
i 75 TR SRR BR AR I IR ST
TREPNEENTE, BT
L.

Ethics: Apply ethical
principles and commit to
professional ethics  and
responsibilities and norms of
engineering practice.

FEbR A 8-2: T RAS T VAR SR RV B 4
HRFEIFA R E N, A RIFAIR
A IE B AL 2 BT, RERE N TRE S
B AL 2 TE R AT HI A 4, P
i IVA: o e

8-2: Understanding of the professional
ethics and norms related to the major and
recognize its importance, good
professional ethics and social
responsibility, capable of judging and
evaluating the social ethics of engineering
practice activities and fulfill corresponding
responsibilities.

2-1
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Note: Filled in both CN and EN, extend or reduce based on the actual numbers of knowledge unit

(1) BBieHF Lecture

A TG . SR bR »
Knowledge Unit No. SLOs Supported
FRERITTAARR | DA IR LR
Unit Title | practice coding and debugging skills
FARE S R XIIT e AR R ST G b AR R RE . AT TIE
KR A2 S U o 5 vo R B R A L2 o T R SI A GRAE T
R, AT EIRAC RS LA R T G S E
IR The student will practice their coding and debugging skills through

Knowledge Delivery

online slides and resources. They will also give opportunities to learn
how to write efficient and high-quality software. To practice the basic
programming elements, the student is expected to submit their
implementation which can be correctly compiled and output the desired
outputs.

2 2] B g
Learning Objectives

252 it AR B RE, 9 LS FRIPRAS b T A B AT 23 T R e
.

To practice coding and debugging skills and make necessary
preparations for developing a software analysis tool in later
assessments.

EHHR | 2-1
Moral Objectives | 2-2
H A | DA R e
Key Points | coding and debugging skills
M | BT RN
Focal points | Establish development environment
HRBITF S ) SR AR 1-1
Knowledge Unit No. SLOs Supported 1-2
HUHERITARR | B At AR B TGRS 2 A
Unit Title | apply compiler fundamentals for source code analysis
A PHAAT ST ZR A A TR THIEOT R B 88— AR 2 BT AETT
U5 RS b o 2] JF B AABAT T B R AR T A « IX 2 — T APl
AT 5% o R A2 AE SR ASAIATT g ) RO 235 2R T A ) SO A AR S
Bl
FIIR A5 | This assessment task requires the student to start the first iteration of

Knowledge Delivery

open-source development. The students will learn and apply their
system programming skills in open-source tool implementation. This is
an individually assessed task. Students are required to submit
well-documented code implementation they have developed to output
the desired results.
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2 2] B g
Learning Objectives

TRETFIETIT K T7i%,  F0H g i d 2R Al AR S ] AR 20 - To
understand open-source development methodology and to apply
compiler fundamentals for source code analysis

TEH Hbr
Moral Objectives

2-1
2-2

| R g AR R A RN TR ACAD 2 A
Key Points | to apply compiler fundamentals for source code analysis
MERL | G PR AR AN R
Focal points | compiler fundamentals
IR R ST s 3 SCHEHC H b 1-1
Knowledge Unit No. SLOs Supported 1-2
FREBRITTARR | BB R UEAHS 2 A B B A 3 S e
Unit Title | apply the existing of source code analysis techniques into practice
TSI R B — AR o 2 AR 27 ST A B ARES 0 T B 2 H
B serh o FABEE AL HEAT AT PRSCHARRS PR, PAIA] [R] 4727
2o BT EDRARA T S AR SEER A IR I R AR, DU s AT
XFUEARRS 73 B B BE AR, D F — VEAl B S B B B4k TR
o
T This assessment task requires the student to start the second iteration of

Knowledge Delivery

open-source development. Students will learn to apply the existing of
source code analysis techniques into practice. The students are also
encouraged to conduct peer review and code reviews to learn from
their peers. Students will need to connect their learning and
professional practice experience to demonstrate their understanding of
source code analysis, as a preparation for designing and implementing
automated tools in the next assessment.

> Hir:
Learning Objectives

R T SR IGHIETT A H R AT 73 T R o B A LA 1
To validate the quality and correctness of the developed software
analysis tool based on the requirements.

TE=H Hbr
Moral Objectives

2-1
2-2

H
Key Points

PEARRG 73 #r

source code analysis

Focal points

BT M ) 5 B A IE A
To validate the quality and correctness of the developed software
analysis tool.

e U 1-2
SR TT 5 A SCEEHEE AR 13
Knowledge Unit No. SLOs Supported 15
FREITARR | 5 B
Unit Title | Information Flow Tracking
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19 RIMT e FE N BER P A Rt P AT HERR I G A/
WD Bl GERIMATRD.

& IR ER T
AR | TSI R R TS AL BRER

Knowledge Delivery | Taint analysis aims to reason about the control and data dependence
from asource (statement/node) to a sink (statement/node).

Taint analysis can also be seen as information flow tracking analysis.

Static taint analysis: taint tracking at compile time

3 Hbs: | SE BTt TRA P
Learning Objectives | Prepare open-source software analysis tool and user manual.

EmEHW | 2-1
Moral Objectives | 2-2

HAL | BRI YT
Key Points | Static taint analysis

A | 15 BIRERER 70 dr
Focal points | information flow tracking analysis.

v B L HE Teaching Schedule

T AT SEBRIG DU AT 4L

Note: Please add/reduce lines based on subject.

20 (F)  Hour(Week)

#FWH Teaching Content Hie | Sk | WSROI | Heh
LECT. | EXP. PBL PRAC.

WA TR G SE B 1B A4
AT
Introduction to Software Engineering Studio 1B

Introduction to Software Analysis

CHARFP B 21

Introduction to C++ Programming

ek 1 /561

P 1 P56 42

TEMV-1 Jfd AT 55 CHomfRsik S L Ik
PENb 8

Assignment—1 Quiz #1 4
Assignment—1 Quiz #2

Assignment—1 Coding Task : C++ Programming Practice
and Graph Algorithm

Assignment Discussion

LLVM & 328 K Hor 8] 7R 8
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NI VZSZR
AR

LLVM Compiler and Its Intermediate Representation

Graph Representations of Code

Code Graph

P

Control-Dependence

YRV 2 B4 1
RN 2 3642

BV 2 WRSAESs: BAFAHTEE 1 o —— P dil i it
Assignment—2 Quiz #1

Assignment—2 Quiz #2

Assignment—2 Coding Task : Software Analysis Part 1

—— Control Dependence

Hde M
PRl 3 /NS

PEk 3 ZRAEST: BAFIIHTER 2 #8r —— Rt

Data—-Dependence

Assignment—3 Quiz

Assignment—3 Coding Task: Software Analysis Part 2 —

Data Dependence

(=R

Information Flow Tracking

Rk 4 /NS

YRV 4 GitSAE55: BAFMER 3 M ——To 3 fE B IR R

i H

Assignment—4 Quiz

Assignment—4 Coding Task: Software Analysis Part 3 —

Taint Information Flow Tracking

Bonus Project

M1t Total 48

F. #EF55% Teaching Methodology

TE: AR SCBR TS DL AT BB A A

Note: Please add/reduce lines or revise content based on subject.

/rJ 1% Check #2771 5454 Teaching Methodology & Characters
o ZWRBE: TR B & IR B

Multi-media-basedlecturing
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- SLERBE LR R ST, KR RO G
Combining theory with industrial practical problems

- BB RS EEHRSS
Knowledgedeliverywithethiceducation

o PBL #7710 KA 70 41 5 21 558
Problem-basedlearning

0 oAtk Bl Bl S T e A H N S
Other: B 7 B s5 7 L AL BN S

75 BRERITRE Assessment

T PR SRR DU IR AT B A T A

Note: Please add/reduce lines or revise content based on subject.

AL IR . W TN | FEEIEKIE S. Cheng
-} Behavior )
Assessment Content Director X. Zhang
oy BRFE L B St L EE (%):
AR | ks | PR BELT(%) 20
Result Type Percentage (%)
- LA T IR R B B, SIS 4.
LV , :
Measures Record students' class performance and attendance. No score will be
given for absence.
ZINT: Mo A -
bl HAd Mid-term A o A Yulei Sui
Assessment Content Director
o PR SRR L T (%)
=i /ﬁ Eﬁj\ﬁ?u Marks %%ﬂi ﬁk 3 ( 0) 32
Result Type Percentage (%)
##% 7730 | BA CC Canvas 24 /NIWB& P 5E
Measures | Results will be evaluated by CC Canvas student quizzes.
LI I PN .
Sl HAZK Final Hﬂ)_m}\ Yulei Sui
Assessment Content Director
e PRAE S G b L (%):
5o e sl Marks R E L S (%) 38
Result Type Percentage (%)
4% 7730 | LA CC Canvas 4 1F Ak coding 1F5E .
Measures | Results will be evaluated by CC Canvas student Assignments Coding.
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FIZI AT NN -
Bonus ) Yulei Sui
Assessment Content Director
. o3 B AITHIR
eI W WSS E%): | ) :
RT3 H 53] Marks RS C6) divide into Mid-Term
Result Type Percentage (%) .
and Final
Z %775 | Bonus ] LAk, LA CC Canvas 2#4: bonus coding ¥F5E .
Measures | Results will be evaluated by CC Canvas student bonus Coding.

€. XEFHE Improvement Mechanism

e ARJRHE DB RIA LA KA E B 15 52 R SR E e
Note: Matters not covered in this file shall be determined by TAB of SSTC, NEU.

B RPBHEDLH] Subject Syllabus Improvement Mechanism

AW (F):
Check Period (YR)

4 BT A () A
Revise Period (YR)

BICHZEYN

Measures

WA SRR R A WA 5 N 598 H AR SRR B AT 8
HAEBCEE R, 5 E H0F TAERIBE A A% 5 AT B KAtk
The subject coordinator shall be responsible for the syllabus discussion
and improvement, and the revised version shall be submitted to deputy
dean (teaching affairs) for reviewing then to executive dean for
approvement.

JRGE 2 BOHMLH] Assessment Improvement Mechanism

R ()
Check Period (YR)

BT A 1)

1
Revise Period (YR)

1

A i

Measures

URAE 7 DT AARSEIRAE B N A IR BER RO DRSS A, Xk
B TTE ST E AT BT B0, JFFB IR PEE INE

The subject coordinator shall revise the syllabus based on the teaching
content, effect and result distribution while optimize the assessment
measures.
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